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Abstract

The research in this paper is centered around examining the possibility of using low-frequency ranges in the
frequency domain for data embedding in images. Specifically, different frequency ranges will be tested to
determine how they affect image quality and detection at the decoder. The goal is to determine the optimal
frequency range for data embedding. Finding that optimal frequency range will lead to higher detection rates while
keeping image quality stable, or, contrary, provide higher image quality while maintaining the same detection
rates. The proposed steganography method is suited for printing, but in this research, tests are conducted in the
digital domain exclusively. The results show that the method is able to maintain consistent image quality regardless
of the frequency range. Detection rates suggest that only the lowest frequency ranges should be avoided, while
other frequency ranges can be used with similar success.

Introduction

This paper aims to determine the optimal frequency range for data embedding. Tests with various frequency ranges
will be conducted to do so. Conclusions from these tests will help develop a more efficient digital image
steganography method. The steganography method proposed in this paper is derived from the watermarking
method proposed in [1]. The said watermarking method uses the Discrete Fourier Transform (DFT) to embed the
watermark in the frequency domain of the cover image. The method is suited for printing, so it has to sustain
aggressive attacks such as the print-scan process. Thus, stronger implementation is needed, resulting in highly
visible embedding artifacts. The method uses Gray Component Replacement (GCR) to mask these artifacts. The
capacity of the steganography method is achieved by using a block-based approach. The combination of DFT-
based data embedding and GCR masking is proven to be a successful approach, as it produces a robust method
while maintaining high imperceptibility levels [2], [3].

Approach

The DFT-based watermarking method used to develop the proposed steganography method uses medium-
frequency bands for watermark embedding. Similarly, most frequency-based watermarking and steganography
methods use medium frequency bands for embedding [4]-[6]. The reasoning behind it is simple; embedding in
low-frequency bands results in high robustness but produces highly visible artifacts. On the other hand, high-
frequency band embedding does not produce as many visible artifacts but provides less robustness. Medium-
frequency bands provide a balance of those two extremes and are thus most often used. Keeping in mind that the
proposed steganography method is suited for printing, robustness is of the highest priority. With the
aforementioned effects of using different frequency bands for embedding in mind, it would be beneficial for this
method to try and use low-frequency bands for embedding. The main downside of using these bands is the
occurrence of visible artifacts. However, previous tests have shown that the GCR algorithm can mask most artifacts
effectively. Best to the authors' knowledge, state-of-the-art research does not include DFT-based techniques that
use low-frequency data embedding, so any conclusions and insights should be considered novel.

Data Embedding and Decoding

As stated earlier, the proposed steganography method uses the DFT to transform the image from the spatial domain
to the frequency domain. Then, the image is divided into image blocks to achieve its final capacity. The embedding
is done in each image block separately. A circular-shaped vector is used at the encoder to additively modify
coefficients of the image's magnitude. A seed is used for creating a pseudo-random sequence of values. This is
needed for vector generation, as the decoder will later use the same pseudo-random sequence for detecting the said



vector. By adjusting the radius of the vector, different frequency ranges are modified (Fig. 2). The decoder has to
have a priori knowledge of both the radius used for embedding and the seed used for vector generation, to try and
detect the modified coefficients. The correlation between the generated vector and the vector detected at the
decoder is measured using the Pearson product-moment correlation coefficient. Finally, the decoder uses the
Grubbs' outlier test to decide whether the embedded data is present in the image block. Using Grubbs' test for
detecting outliers is a well-established technique in recent literature [7]-[9].

Masking

Masking methods are used to hide visible artifacts introduced by data embedding. In this research, the masking
method is based on gray component replacement (GCR). In four-color printing, colors resulting from combinations
of all three chromatic inks (C-cyan, M-magenta, and Y-yellow) can be reproduced by different combinations of
all four inks. That is, gray component in the mix of three chromatic inks can be replaced with black ink (K). The
device (or colorant) space is referred to as CMYK space. Note that four-color channels make it four-dimensional.
For each point in CMYK space, there is a corresponding point in the three-dimensional CIE L*a*b* color space.
While CMYK space is device-dependent, i.e., same CMYK values result in a different color appearance on
different devices, CIE L*a*b* space is device independent, i.e., describes color as perceived by humans. This
research is conducted on CMYK digital images intended for printing. Data is embedded in the K channel only,
which introduces visible artifacts if other channels (C, M, and Y) are left intact. Masking is performed using GCR.
The C, M, and Y channels are adjusted such that in the masked image, the visual appearance (CIE L*a*b* values)
of the original image is preserved while the data is stored in the K channel. The color transformation model used
to perform GCR is detailed in [10]. The visual representation of the method is given in Fig. 1.

Figure 1. Original image (left), the K channel of the image with embedded data (middle), and the CMYK image
with embedded data (right)

Experimental

All tests are done in the digital domain exclusively. A dataset of 1000 CMYK images was used. For each
experiment, five different frequency ranges are used for embedding: H (r = 0.3), MH (r = 0.25), M (r = 0.20),
LM (r =0.15), and L (r = 0.10). For purposes of this research, the implementation strength yis kept at a fixed



value of y = 20 for all tests. In Fig. 2., the frequency domain of an image is shown with all five radii used in the
tests to illustrate how modifying the radius impacts different frequency ranges.

Figure 2. Frequency ranges used in tests, represented as different radii within the frequency domain

Images are 1024x1024 pixels in dimension, and each image is divided into four square blocks of 512x512 pixels
in dimension. A stego message is embedded in each block separately. The stego message consists of three total
bits of data, while image block 4 is intentionally left without embedded data. The experimental part is organized
as follows. Tests are conducted to determine the robustness, using detection rate Dr as the metric of choice. In
Fig. 3. and Fig. 4., image quality tests are presented, with Structural Similarity Index Measure (SSIM) and Peak
Signal to Noise Ratio (PSNR) metrics used. Mathematical definitions of both metrics can be found in [11].

Results

Detection rates results are displayed in Table 1. The results show that all tested frequency ranges produce high
detection rates. M and LM frequency ranges produce the most consistent detection rates, regardless of image block.
It can be concluded that all frequency ranges can be used successfully, with the exception of L.

H MH M LM L
Image Block 1 99.3 94.7 98.6 95.9 91.3
Image Block 2 91.4 91.9 97.4 98.4 92.3
Image Block 3 99.9 99.2 99.8 99.4 97.4
Image Block 4 97.4 96 95.9 97.0 89.5

Table 1. Detection rates for each image block and each frequency range
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Figure 3. PSNR values (ordinate) when comparing original images and images with embedded data. Different
frequency ranges are represented on the abscissa.
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Figure 4. SSIM (ordinate) values when comparing original images and images with embedded data. Different
frequency ranges are represented on the abscissa.

Fig. 3 and Fig 4. display results in regard to image quality. Both PSNR and SSIM values clearly show that the
method is able to maintain consistent image quality, regardless of the frequency range. This is in line with results
from previous tests [11], and a direct result of using GCR for masking. Ideally, GCR preserves both the color
appearance in terms of CIE L*a*b* values and the data embedded in CMYK image’s K channel. However, high
impact factors can lead to large changes in K, such that it gets too small or too large to have a C, M and Y solution
for a given CIE L*a*b* color. For example, forcing large K (black ink) value for some light CIE L*a*b* color
will have no solution because even if C, M, and Y were removed completely, K alone would result in a color
darker than the aimed color. In such cases, the masking method in this research finds CMYK solution to aimed
CIE L*a*b* color with K value closest to that imposed by the data embedding. That is, where necessary,
implementation strength is sacrificed in favor of colorimetric accuracy. This explains why image quality is
preserved regardless of the frequency range.



Conclusion and future research

The results gathered in the presented research provide proof that low-frequency ranges can indeed be used for data
embedding within the proposed steganography method. As the method is suited for printing and will be used in
the print domain, any improvement of the method’s robustness is welcome. Adjusting the frequency ranges
towards lower bands will provide just that. Future research will be based on more precise vector lengths and radii
adjustments. By fine-tuning these parameters, it is possible the method will yield even better results.
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